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Abstract—Computers became obligatory to run thriving 

businesses. Computers have to be compelled to be networked to 

facilitate communication with external business. This reveals 
them to the surface world and crime. crime is victimization 

computers to commit dishonest acts like fraud, privacy invasion, 
stealing company personal information etc. during a cyber-

security world, for laptop networking, hacking is any technical 

effort to control the conventional behavior of network 
connections and connected systems. A hacker is anyone engaged 

in hacking. This paper incorporates a vision on law-breaking  
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Introduction  

Cyber-crimes are any crimes that involve a computer and a 
network. In some cases, the pc might be utilized in order to 
commit the crime, and in alternative cases, the computer 
might be the target of the crime. Cybercriminals might use 
technology to access personal data, business trade secrets, or 
use the internet for exploitatory or malicious functions. The 
growing list of cybercrimes includes crimes that are created 
attainable by computers, like network intrusions and also the 
dissemination of computer viruses, in addition as computer-
based variations of existing crimes, like fraud, stalking, 
bullying and terrorist act. 

I. TYPES OF CYBER CRIME 

A. Hacking 

This is a type of crime whereby a person’s computer is 
broken into in order that his personal or sensitive info may be 
accessed. within the united states, hacking is assessed as a 
crime and punishable per se. this can be totally different from 
moral hacking, that several organizations use to examine their 
net security protection. In hacking, the criminal uses a range of 
code to enter a person’s laptop and also the person might not 
bear in mind that his laptop is being accessed from a far off 
location. 

B. Theft 

This crime happens once someone violates copyrights and 
downloads music, movies, games and software package. There 
are a unit even peer sharing websites that encourage software 
package piracy and plenty of those websites area unit 
currently being targeted by the Federal Bureau of 
Investigation. Today, the justice system is addressing this 

cybercrime and their area unit laws that forestall individuals 
from illegal downloading. 

C. Cyber Stalking 

This is a sort of online harassment whereby the victim is 
subjected to a barrage of online messages and emails. 
Typically, these stalkers recognize their victims and rather 
than resorting to offline stalking, they use the web to stalk. 
However, if they notice that cyber stalking isn't having the 
specified result, they start offline stalking at the side of cyber 
stalking to create to create lives a lot of miserable. 

D. Identity Theft 

This has become a significant drawback with individual’s 
exploitation the internet for cash transactions and banking 
services. during this cybercrime, a criminal accesses 
information a few a few account, credit cards, social 
insurance, revolving credit and different sensitive info to 
siphon cash or to shop for things on-line within the within the. 
It may end up in major money losses for the victim and even 
spoil the victims credit history. 

E. Malicious Software 

These square measure Internet-based package or programs 
that square measure accustomed disrupt a network. The 
package is employed to realize access to a system to steal 
sensitive info or knowledge or inflicting harm to package gift 
within the system. 

F. Child soliciting and Abuse 

This is additionally a kind of cybercrime whereby criminals 
solicit minors through chat rooms for the aim of kid porn. The 
law enforcement agency has been payment plenty of your time 
watching chat rooms frequented by kids with the hopes of 
reducing and preventing maltreatment and soliciting. 

 

II. CAUSES OF CYBER CRIME 

Wherever the rate of come on investment is high and therefore 
the risk is low, you're absolute to notice individuals willing to 
require advantage of things. this can be precisely what 
happens in cybercrime. Accessing sensitive info and 
information and victimization it means that a chic harvest of 
returns and catching such criminals is troublesome. Hence, 
this has junction rectifier to an increase in cybercrime across 
the globe 
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A. Hacking 

Hacking on laptop networks is usually done through scripts 
or different schedule. These programs typically manipulate 
knowledge passing through a network affiliation in ways in 
which designed to get a lot of data regarding however the 
target system works. 

 

Many such pre-packaged scripts are posted on the Internet 
for anyone, typically entry-level hackers, to use. More 
advanced hackers may study and modify these scripts to 
develop new methods. A few highly skilled hackers work for 
commercial firms with the job to protect that company's 
software and data from outside hacking. 

B. Origin of hacking 

M.I.T. engineers within the 1950s and 1960s 1st popularized 
the term and idea of hacking. beginning at the model train club 
and later within the mainframe rooms, the alleged "hacks" 
perpetrated by these hackers were supposed to be harmless 
technical experiments and fun learning activities. 

 

III. TYPE OF HACKER 

A.  ETHICAL HACKER WHITE HAT 

A person who concerned in an access to systems with a 
read to fix the known weaknesses is thought as moral 
hacker. they will additionally perform penetration testing 
and vulnerability assessments. 

 

B. CRACKER (BLACK HAT) 

A person who concerned in associate unauthorized access 
to pc systems for private gain is thought as cracker. The intent 
is typically to steal company information, violate privacy 
rights, transfer funds from bank accounts etc. 

 

C. GRAY HAT 

A person who involved in an access between ethical and black 
hat hackers is known as gray hat. He/she breaks into computer 
systems without authority with a view to identify weaknesses 
and reveal them to the system owner. 

 

D. SCRIPT KIDDIES 

A non-skilled one who gains access to computer systems 
victimization already created tools known as script kiddies. 
 

 
 

E. HACKTIVIST 

A person who concerned within the activity of hacking to send 
social, religious, and political etc. messages is named as 
hacktivist. this can be typically done by hijacking web sites 
and deed the message on the hijacked website. 
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F. PHREAKER 

A person who identifies and exploits weaknesses in telephones 
rather than computers referred to as phreaker. 
 

 
 

IV. CONCLUSION 

Hacking is identifying and exploiting weaknesses in 
computer systems and /or computer networks.This can be 
completely different from ethical hacking. cybercrime is 
committing crime with the help of computers and knowledge 
technology infrastructure. Ethical hacking performed by an 
organization or individual to help determine potential threats 
on a computer or network and to enhance the network security 
that is legal. 
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